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FOREWORD

This toolkit provides a variety of resources and tools for health information and informatics management
(HIIM) professionals who are developing or integrating an informatics initiative, whether they are managing an
enterprise master patient index, overseeing or maintaining an electronic health record, initiating an informat-
ics project, or working with other electronic forms of operational, health, or financial information. The toolkit
provides tools for HIIM professionals to help them meet the increased demand for informatics in healthcare.

It includes an appendix of resources and sample documents, along with suggestions for additional reading.

This toolkit will assist in preparing HIIM professionals who are looking to expand their career, direct their
department, or assist in the overall organizational direction toward increasing informatics competencies.
Additionally, this toolkit will help prepare other healthcare professionals to come under the wing of HIIM
(e.g. pharmacy staff, nurses, etc.)

As health information technology advances and its utilization increases, the available data elements continue
to expand. Healthcare has become a technology-rich environment. Various government initiatives have further
increased the imperative for healthcare organizations to use their data to make informed business decisions,
and a strong informatics program ensures that data is available when and where it is needed and that it is con-
sistently trustworthy and actionable. The goal of this toolkit is to provide a resource that facilitates and enhanc-
es the skills of informatics roles in healthcare for health informatics and information management (HIIM) and
other health information technology professionals at a foundational level.

& Informatics vs. Analytics
(¢)

INFORMATICS

ANALYTICS

This graphic depicts the broader field of informatics versus the more focused field of analytics. It also highlights
many of the skills HIIM professionals have acquired in formal education and day-to-day practice.
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INTRODUCTION

AHIMA recently defined health informatics as involving “a collaborative activity that involves people, processes,
and technologies to produce and use trusted data for better decision making”* Health informatics professionals
are essential through the continued use and evolution of electronic health records (EHRs), because they are the
professionals who understand the value of every bit of data. Fundamentally, at this moment in time, computers
cannot generate information; they are merely tools in helping healthcare professionals generate, modify, and
share data. To a computer, data are merely a sequence of binary characters that can only be processed as such.
However, to a health informaticist, data holds the transformative key to the future of healthcare delivery.

Thus, the modern informatics professional must work diligently to ensure the governance of data through

its lifecycle, to ensure that our information, knowledge, and wisdom have the integrity to positively transform
healthcare delivery.

Definitions and Examples?

Symbols or observations reflecting 1110 (Binary)
differences in the world. 30 (Decimal)
Information Meaningful data or facts from which BMI = 30
lusi bed by h N
concisions can be drawn by humans of A BMI of 30 indicates that the patient is
computers. Modern computers do not
. . obese.
process information, they process data.

Knowledge Information that is justifiably considered A patient with a BMI at, or more than, 30 is
to be true. more at risk for diabetes and heart-related

conditions.

Wisdom The critical use of knowledge to make A BMI of 30 may be attributed to a range
intelligent decisions and to work through of factors, including, but not limited to,
situations of signal versus noise. eating habits, activity level, genetics, and

socioeconomic status.

The transformation of data should be viewed as a hierarchy, wherein each step is dependent on the last to
support the overall structure. Furthermore, to support a data-rich environment, healthcare’s data must reach
greater levels of sophistication.
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A diagram from the GAO represents a view of the evolution of data.?

Increasingly sophisticated
and standardized data

Level 4: Computable electronic data

(i.e., electonically entered data that can be
computed by other systems)

Level 3: Structured, viewable electronic data

(i.e., electonically entered data that cannot
be computed by other systems)

Level 2: Unstructured, viewable electronic data
(i.e., scans of paper forms)

Level 1: Nonelectronic data
(i.e., paper forms)

Source: GAO analysis based on data from the Center for Information Technology Leadership.
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DATA ANALYSIS AND UTILIZATION

Our healthcare systems create massive amounts of data which, when utilized for decision making, enables
improved care by helping clinicians make more informed decisions. As shown in the graphic below, payers may
utilize health information to create/alter medical policies for payment/precertification requirements, to pro-
mote population health/wellness, and to monitor provider habits to help prevent unnecessary utilization or care
that is inappropriate for a patient. It is based primarily on claims data, but it is used for more than just claims
payment. Many payers also receive feeds from other sources to use in their analysis.

Data Sources, Users, and Uses

Data Users Data Uses

) Discharge Summary
Hospital Quality Reporting
Operational Assessment

Hospital
Physicians Office Visits
Labs Payer y Quality Reporting
Person/Patient Personal Health Record
Personal
Prescriptions Health Labs Test Results
ormai
Public Health Comm;r;lcgtotlitre1 Disease
Ambulatory P 9
Centers .
Public Health Benefit Checking
Payer Claims
Quality Audits
Person/Patient Researchers Research Studies

Source: National Committee on Vital and Health Statistics. “Health Data Stewardship: What, Why, Who, How: An
NCVHS Primer.” September 2009. http://bok.ahima.org/PdfView?0id=94786.

Data analysis is “the process of systematically applying statistical and/or logical techniques to describe and

illustrate, condense and recap, and evaluate data”™

After the database for the data collection is created and data is obtained as well as entered, the data will need to
be cleaned via spot-checking, eyeballing, and logic checks. Before the data can be cleaned, an individual has to
be aware of the data, including how it is collected, what values it contains, and what the values mean in order to
know how the data needs to be scrubbed or cleaned to yield the proper output.

After that, it needs to be decided on whether the dataset should be imported into a statistical program such as
SAS or SPSS for data analysis purposes. Regardless of the software that is being used, the next step would be to
perform analysis to find out what exactly the data tells us.

A hypothesis about the data should be developed and tested using a variety of statistical tests, as well as strate-
gies to know how to apply the appropriate one to the specific data and evaluation question. A data analysis to
answer evaluation questions should start with descriptive statistics, which include frequencies, descriptors, and
crosstabs, or compare means depending on the level of measurement that is included in the dataset. A statisti-
cal program can help with exploring concepts such as ANOVA, Chi-Square, and Pearson correlation analysis
and get the results very quickly.
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The most important tool in the data analysis arsenal is regression analysis, which will allow users to examine
multiple predictors of the outcome and be able to identify confounding variables. The quality of the regression
model can be evaluated by interpreting regression coefficients and regression diagnostic plots.

The Pell Institute and Pathways to College Network give some examples:®

Level of Measurement | Description Example

Nominal » Data has no logical order Male or female
» Data is basic classification data

Ordinal « Data has a logical order, but the T-shirt size (small, medium, large)
differences between values are not
constant

Interval ¢ Data is continuous and has a logical Fahrenheit degrees
order

» Data has standardized differences
between values, but no natural zero

Ratio « Data is continuous, ordered Height, weight, age, length
* Has standardized differences between
values and a natural zero

After the level of measurement has been identified, a quantitative data analysis can be performed using the
following procedures:

« Data tabulation (frequency distributions and percent distributions)

 Descriptive data (mean, median, min/max, mode)

« Crosstabs

» Moderate and advanced analytical methods (correlation, regression, ANOVA)
Limitations:

» Small sample sizes are not appropriate for all procedures.

« Mean can only be calculated from interval and ratio data.

« Median can only be calculated from ordinal, interval, and
ratio data.

In contrast to quantitative analysis, qualitative data analysis
involves the identification, examination, and interpretation of
patterns and themes in textual data and determines how these
patterns and themes help answer the research questions at hand.

Steps for a qualitative data analysis:
« Process and record data immediately
» Begin analyzing as data is being collected
« Data reduction
« Identifying meaningful patterns and themes
« Data display
« Conclusion drawing and verification

Appendix F contains sample business use requirements.
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DATA REPORTING

Data reporting is the process of identifying data, validating data,
building and designing data reports, and submitting reports. There
are various reasons for data reporting, such as direct patient care,
clinical research, administration, financial or reimbursement,

or quality improvement. It is important to compile and generate
accurate and valid data, because inaccurate and invalid data reports
will provide false information or erroneous evidence for healthcare
administrative and clinical decision making or misleading research
outcomes. Data reporting includes major tasks such as identifying
data sources, conducting data mining, extracting data from identi-
fied sources, standardizing data, building data and designing reports,
and ensuring standardization of templates and reports.

IDENTIFY APPROPRIATE DATA SOURCES

The first step in data reporting is to identify appropriate data sources. Data selection should be based on the
purpose and objectives of the reports or studies. It is essential to know when, where, what, who and how a
report or study objectives are defined.

Determine if the data exists, or if data collection should be conducted from scratch.

RECOMMENDED STEPS FOR IDENTIFYING APPROPRIATE DATA SOURCES
« Data selection should be based on the purpose/objectives of the reports.
» Know when, where, what, who, and how report objectives are defined.
« Does the data exist, or should data collection be conducted from scratch?
» Use existing data from current research literature, national, state, local data sources:
+ Search www.pubmed.gov or www.scholar.google.com
+ Public use data, which is available at national, state, and local level

+ Internal agency/organization existing data for financial analysis, administration data for quality
improvement, clinical patient care, etc.

+ Benchmark data for quality improvement, which will allow the comparison of organizational
data to other organizations.

+ Verify the data source to check reliability, validity, credibility of the data and publication
sources.

+ Understand existing data sources, including restrictions, definition of the variables, reporting
period, reporting frequency, and terms of usage of the existing data source.

o Collect new data and determine:
» Population of interest
» Time frame
» Methods/tools use for data collection
» Variables, parameters, analysis
» Report type

» Always check each step of data collection to match the purpose/objectives.

A good primer by NEDARC can be found at http://www.nedarc.org/tutorials/collectingdata/identifydatasourc-

es/nationaldataresources.html.
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DATA EXTRACTION AND DATA MINING

Data extraction is the process of retrieving and importing largely unstructured or different data sources for
further data processing. Unstructured data, such as narrative progress notes, audio voice dictations, and text
messages account for the majority of healthcare data. A data warehouse requires three different methods and
processes for utilizing the incoming data, such as extraction, transformation, and loading.

Data mining, also called data discovery, is the process of converting data to information and knowledge by
using combined skills from computer science, statistics, and machine learning.

Major elements in data mining include:*

« Extracting, transforming, and loading transaction data into the data warehouse system

Storing and managing the data in a multidimensional database system
« Providing data access to business analysts and information technology professionals
« Analyzing the data by application software

o Presenting the data in a useful format, such as a graph or table

Some key techniques for data mining include:”
o Identifying association or relationships between data items
« Classifying data into groups
o Clustering data based on logical relationships
« Using sequential patterns to anticipate trends

« Building decision trees to support data selection and the decision-making process

DIFFERENT LEVELS OF ANALYSIS

Analytics encompass a broad scope of tools, which vary in complexity and purpose. The list below provides
insight into various forms of analytics, from most to least complex. As healthcare begins to shift its analytical
focus towards big data, tools such as artificial intelligence and neural networks will have greater prominence.
Analytics at this level provide a greater understanding from exponentially larger data sets.

« Artificial neural networks: Non-linear predictive models that learn through training and resemble
biological neural networks in structure

« Genetic algorithms: Optimization techniques that use processes such as genetic combination, muta-
tion, and natural selection in a design based on the concepts of natural evolution

« Decision trees: Tree-shaped structures that represent sets of decisions. These decisions generate rules
for the classification of a dataset. Specific decision tree methods include Classification and Regression
Trees (CART) and Chi Square Automatic Interaction Detection (CHAID). CART and CHAID are de-
cision tree techniques used for classification of a data set. They provide a set of rules that you can apply
to a new (unclassified) dataset to predict which records will have a given outcome. CART segments a
dataset by creating two-way splits while CHAID segments using chi square tests to create multi-way
splits. CART typically requires less data preparation than CHAID.

» Nearest neighbor method: A technique that classifies each record in a dataset based on a combination
of the classes of the k record(s) most similar to it in a historical dataset (where k=1); sometimes called
the k-nearest neighbor technique.

« Rule induction: The extraction of useful if-then rules from data based on statistical significance

o Data visualization: The visual interpretation of complex relationships in multidimensional data.
Graphics tools are used to illustrate data relationships.

INFORMATICS TOOLKIT
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Key techniques:
« Building association or relation
« Classification
o Clustering
» Prediction
« Sequential patterns
» Decision trees
« Combinations

« Long-term (memory) processing

STANDARDIZING DATA

Data standardization is the process of formatting data to a consistent standard to ensure high-quality data.
Healthcare data identified and retrieved from different sources are often varied across organizations, with
different formats, values, definitions, computer systems, or software. It is important to standardize data (using
standard vocabulary or building common data model) to enable high-data quality in reports and reduce bad
consequences and negative effects from poor quality of data.

Data standardization can be achieved by:*
» Understanding and cleaning data
« Knowing the data entry points
« Choosing data standards

 Defining the normalization matrix

BUILDING DATA AND DESIGNING REPORTS

Building data and designing reports are based on the purpose and objectives to be communicated and the
audience that uses the report. Presentation design is critical in making a clear and meaningful report of the
data and ensuring standardization of templates and reports.

Things to consider in report design:
o Select the reporting tool that you will utilize to design the report.

» Understand the report purpose, functions, layout, and interaction with report design surface, working
with report parameters, expression, and naming conventions.

« Use queries variables and filter function to allow users to select data for the report
« Use graph, map and tabular data to enhance visualization of the report.

« Use visualization tools appropriate to the data types for easy and effective communication of data
results (see figure below).

o Use different background color to differentiate multiple data items.
« Build complex layout in stages.

« Ensure standardization of templates and report.
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DATA QUALITY MANAGEMENT, PRIVACY, AND SECURITY

DATA QUALITY MANAGEMENT

To garner the greatest potential from data used by an organization, data quality must be managed and main-
tained. AHIMA defines data quality management (DQM) as “the business processes that ensure the integrity
of an organization’s data during collection, application (including aggregation), warehousing, and analysis.”*’
Furthermore, while it may be assumed that an information governance (IG) program is dependent on a DQM
program, both are dependent on each other. A DQM program cannot effectively be maintained without the

support of an IG program, and an IG program will not be sustainable without proper DQM protocols in place.

The concept of data quality management is comprehensively described within AHIMA’s “Data Quality Manage-
ment Model” Practice Brief. An excerpt from this practice brief can be found below.

OVERVIEW OF THE DATA QUALITY MODEL"

The DQM model was originally developed to illustrate the different data quality challenges that healthcare
professionals face. Similar to AHIMAs IGPHC™, this model is generic and adaptable to any care setting
and for any application. The tool expands beyond the EHR to include data quality across the healthcare
continuum. It is a tool or a model for all healthcare professionals to assist in the transition to enter-
prise-wide DQM roles. The tool can be applied to all data in the organization, and expands to encompass
both clinical and non-clinical areas.

As demonstrated in the table below, data quality management functions include:

« Application: The purpose of the data collection

» Collection: The processes by which data elements are accumulated

» Warehousing: Processes and systems used to archive data

« Analysis: The process of translating data into meaningful information
Characteristics of data quality include:

. Data Accuracy: The extent to which the data are free of identifiable errors

» Data Accessibility: The level of ease and efficiency at which data are legally obtainable,
within a well protected and controlled environment

- Data Comprehensiveness: The extent to which all required data within the entire scope
are collected, documenting intended exclusions

. Data Consistency: The extent to which the healthcare data are reliable, identical, and
reproducible by different users across applications

« Data Currency: The extent to which data are up-to-date; a datum value is up-to-date if it
is current for a specific point in time, and it is outdated if it was current at a preceding time
but incorrect at a later time

» Data Definition: The specific meaning of a healthcare-related data element

« Data Granularity: The level of detail at which the attributes and characteristics of data
quality in healthcare data are defined

« Data Precision: The degree to which measures support their purpose and/or the closeness
of two or more measures to each other

- Data Relevancy: The extent to which healthcare-related data are useful for the purposes
for which they were collected

« Data Timeliness: The availability of up-to-date data within the useful, operative, or indi-
cated time

INFORMATICS TOOLKIT
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The process by which
data elements are
accumulated

The purpose for the

data collection Characteristics of Data Quality

Accuracy Accessibility
Comprehensiveness Consistency
Data
Currency Definition
Granularity Precision
Processes and systems I -
used to archive data REleYansy Wie ess

The process of
translating data into
meaningful information

Source: AHIMA. Pocket Glossary of Health Information Management and Technology, Third Edition. Chicago, IL:
AHIMA Press, 2012.

PRIVACY AND SECURITY

Ensuring the privacy and security of a patient’s health information throughout the lifecycle of data is para-
mount. Privacy and security are not only threatened by ever-increasing cybersecurity threats, they are impacted
by day-to-day actions of a covered entity’s workforce. This section will review some content as it relates to the
Health Insurance Portability and Accountability Act (HIPAA) and the Health Information Technology for
Economic and Clinical Health (HITECH) Act. However, there are numerous other federal and state regulations
that may impact a covered entity with considerations to preemption. Furthermore, special provisions must be
made for health information that is considered to be especially sensitive as defined by the federal and state laws,
such as substance abuse, mental health, HIV, and health information of minors. An organization’s privacy offi-
cer, security officer, and/or compliance officer should be a resource for additional information and/or education
regarding the privacy and security regulations impacting an organization.

« Privacy: “As it relates to one’s health information is the right of a patient to control disclosure of that

information.”"?

o Security: “As it relates to one’s health information, refers to measures that control access and protect
information from unauthorized, disclosure, alteration, destruction, or loss while maintain availability
for those who need it1?

From an informatics perspective, it should be understood that protected health information (PHI) or electronic
PHI (ePHI) that’s created, maintained, or transmitted within an EMR/EHR may have downstream privacy and
security implications (HIPAA’s 18 PHI identifiers are provided in Appendix H). Accordingly, special attention
must be given when creating new content that will be stored within an EMR/EHR.
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Examples:

« Consider the creation of a lab summary sheet, where an HIV lab result, STI, or pregnancy test results
automatically. This lab result may be disclosed inappropriately, which will result in a breach of the
patient’s privacy.

« Consider deficiency letters that may be sent to providers outside of an organizations local area net-
work or enterprise e-mail domain. If deficiency letters contain elements of PHI, they will need to be
sent as encrypted emails to protect the inappropriate disclosure of ePHI.

Furthermore, as defined by HIPA A’s Security Rule, considerations must be placed on administrative safeguards,
physical safeguards, technical safeguards, and organizational policies and procedures and documentation
requirements. These are further discussed in Appendix I.

Finally, AHIMA provides an analysis of the 2013 modifications made to HITECH." From a technical per-
spective, HITECH created additional requirements and restrictions that support the privacy and security of a
patient’s health information.

Examples:

« Patients can now limit the disclosure of information to health plans, if the healthcare services were
paid out of pocket. From a technical standpoint, does your organization have safeguards in place to
identify when a patient pays for services rendered out of pocket?

» Also, with this in mind, are there any data feeds that may automatically send subscriber data back
to the health plan? From an information governance perspective, it would be prudent to inventory
outbound data feeds and ensure proper safeguards are in place to prevent inappropriate disclosures
of health information.

« HITECH requires that covered entities provide an accounting of disclosures for up to six years prior to
the date of the request.”> With this in mind, a covered entity must ensure that its technical systems are
capturing the necessary information as defined by HITECH.

MANAGEMENT OF HEALTH INFORMATION
SYSTEMS AND PROCESSES

The implementation and management of health information systems and processes are ongoing in the health-
care environment. As an HIM professional, enjoy the challenge and the opportunity the project brings to you,
the department, and the organization. The HIM professional should be involved in the selection and imple-
mentation of any health information system that creates clinical data that becomes part of the legal health
record or the designated record set. The clinical and information services departments need the direction and
leadership of the HIM professional to make informed decisions on what constitutes a legal document which
will meet the needs of the user as well as the myriad state and federal regulations. The HIM professional must
be proactive in participating in the process and should help drive the project where appropriate.

IDENTIFY WORK PROCESSES

When an upgrade to a current system or the implementation of a new system is being planned, all work
processes being impacted should be evaluated. A detailed “current state” analysis should be performed to assess
how the process works in the current environment. Once this is complete, a detailed future state analysis should
be performed to determine how the system will work once the change is implemented. Once these two analyses
have been performed, complete a gap analysis of the change between the two processes.

Careful consideration should be given to process improvement. How can the system improve the current
process? When converting from one system to another, users may want to re-create processes they are familiar
with in the new system. This is particularly true of paper forms. Challenge the users to think of the possibilities.
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Ask questions such as:

o What would be the ideal workflow for this process?
« Why is this process being performed?
« Does it add value?

» If not, why is it being performed?

o Is there a better way of managing this process?
« Can manual processes be replaced with electronic processes?
« What is the impact to other departments, areas, users, etc.?

» For example, an organization’s decision to eliminate or reduce traditional dictation and transcrip-
tion services to reduce cost may impact the physician’s productivity. The physician must use a tem-
plate for documentation or a voice to text product that requires front-end editing and is more time
consuming for the physician, possibly reducing the physician’s productivity and impacting revenue.

« Does the upgrade reduce functionality, response time or other attributes of the system?
» If so, are there steps to mitigate the impact?
» For example, when systems are moved to a web-based service, response time can diminish.

The following table can be used to perform a gap analysis. An Excel spreadsheet could also be used to perform
the same function. There are various options online for tools to perform a gap analysis.

Sample:
Current State Process Future State Process Gap Risk

Gap analysis is defined as:

A technique that businesses use to determine what steps need to be taken in order to move from its
current state to its desired, future state. Also called need-gap analysis, needs analysis, and needs
assessment. Gap analysis consists of (1) listing of characteristic factors (such as attributes, competen-
cies, performance levels) of the present situation (“what is”), (2) listing factors needed to achieve fu-
ture objectives (“what should be”), and then (3) highlighting the gaps that exist and need to be filled.
Gap analysis forces a company to reflect on who it is and ask who they want to be in the future.'s

MANAGEMENT OF PROCESSES

An important step in implementing any system or making process changes is how to measure success and man-
age the change. The process change should include a method of evaluating the process and quality checking
staff who perform the function, particularly during the implementation stage.

One item that is important to monitor for is the “exceptions” or items that do not fit within a well-defined
process so these can be corrected and that data can be used instead of discarded because it does not fall within
a particular bucket.

Daily operations management in the HIM department is best handled through management by numbers. The
leadership team in the department should review key performance indicators (KPIs) on a routine basis such as
volume reports of admissions, discharges, outpatient procedures, ancillary volumes, volume of transcription,
unbilled accounts by type, number of charts to code, duplicate numbers created and by whom, chart deficien-
cies, outstanding release of information requests, revenue, unanswered queries, days in accounts receivable,
etc. The type of KPIs will depend on the type of organization in which you work. With the review of KPIs, the
leadership team can determine staffing needs and make adjustments as needed to manage the workload.
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IMPLEMENT WORK PROCESSES

Implementing work processes requires good planning. The steps are varied, depending on the process, from
a very detailed project plan for implementing a system to a simple plan for implementing a minor process
change. See the “Project Management” section of this toolkit.

DOCUMENT CLINICAL WORKFLOW

Workflows for all changes should be created before proceeding to build. There are numerous products on the
market for the development of workflow diagrams, some of which are free. (As always, use caution when down-
loading free products from the Internet.)

A workflow diagram is defined as graphical depiction of steps taken, time spent, distance traveled, and other
aspects of the way a particular piece of work is done."”

EXAMINE WORKFLOW COMPATIBILITY WITH THE EHR SYSTEM

The implementation of an EHR system, whether new or a replacement, does create compatibility issues at
times. Depending on the work process, the programming of the system may be modified to adjust to the work-
flow. (Or the workflow must be modified to adjust to the system programming, which is often the case.) Last
but not least and the least preferable of the solutions is that a “workaround” must be developed. Workarounds
typically involve manual processes that compensate for the lack of system functionality.

WORK WITH THE ORGANIZATIONAL LEADERSHIP TO IMPROVE
INFORMATION PROCESSES

When systems are implemented or processes are changed that impact users beyond the HIM department, it

is important to obtain support and buy-in from organizational leaders as well as key stakeholders, particularly
leaders whose users will be impacted by the change. In the patient care environment, support should be
obtained from the medical staff leadership. An executive sponsor must be on board with change in processes
from the very beginning.

An executive sponsor should be assigned to the project at inception.

A champion should be selected early in the process.' In Six Sigma, a project champion is an individual who
has the authority to use resources within or outside an organization for completion of a given project. A project
champion is chosen by the management so as to ensure supervision of a specific project from its initiation to its
execution.

BUILD INTERFACES WITH OTHER APPLICATIONS INTERNALLY
AND EXTERNALLY

Interfaces share required data from one system to another. There can be inbound messages that go into a
system and outbound message that go out of the system to another system. Interfaces are a necessity for all
systems with the rare exception of standalone systems that serve one function typically and do not warrant

the expense of an interface. Interfaces can receive information from other systems both internal and external to
the organization, using standardized computer language (such as HL7) and can send the information outbound
as well.

Always consider safeguards in the process for when something changes, i.e., an update that may alter current
values. You also have to monitor for failures and distinctions from the source data. Metadata timestamps and
values may vary in the original source.
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DATABASE MANAGEMENT

DATABASE ADMINISTRATORS

According to the Bureau of Labor Statistics, “Database administrators (DBAs) use specialized software to store
and organize data, such as financial information and customer shipping records. They make sure that data are
available to users and are secure from unauthorized access”*® DBAs should be the first point of contact for
issues related to the content listed below. Furthermore, while larger healthcare systems may have a dedicated
database administrator; smaller organizations or systems may find that their DBA is an IT professional who has
several responsibilities.

ANALYZING DATABASES TO ENSURE ACCURACY AND COMPLETENESS

Accurate and reliable data is essential to the multitude of healthcare initiatives currently under way. (For a more
in depth discussion of the characteristics of data quality, see the AHIMA Data Quality Management Model). A
data dictionary is a tool that healthcare organizations often utilize to assist in ensuring data accuracy. Accord-
ing to the International Organization for Standardization:

The increased use of data processing and electronic data interchange heavily relies on accurate,
reliable, controllable, and verifiable data. One of the prerequisites for a correct and proper use
and interpretation of data is that both users and owners of data have a common understanding of
the meaning and descriptive characteristics (e.g., representation) of that data. To guarantee this
shared view, a number of basic attributes have to be defined.”

Healthcare data may be maintained in many different databases and as a result may have inconsistent quality.
Naming conventions that are not the same throughout each database, inconsistent definitions, varying field
lengths for the same data element, and variation in the element values all can lead to problems or errors,
including reduced data quality and misuse of data when writing reports. The AHIMA Health Data Analysis
Toolkit lists the following examples of inconsistencies in data that may be seen throughout a healthcare

organization:*'
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1. Inconsistent naming conventions

« The date of the patient’s admission is referred to as the date of admission in the patient management
(PM) system; admit date in the fetal monitoring system, and admission date in the cardiology
database.

» The unique patient identifier is referred to as a medical record number in the PM system, patient record
identifier in the operating room system, and “A” number (a moniker leftover from a legacy system from
25 years ago) and enterprise master patient identifier in the catheterization laboratory system.

2. Inconsistent definitions

o Admission, discharge, transfer (ADT) system: date of admission is the date on which an inpatient or
day surgery case admission occurs; in the trauma registry system, date of admission is the date on
which the trauma patient enters the operating room.

o The pediatric age is defined as age less than or equal to 13 in the PM system, whereas the pediatric
disease registry defines a pediatric age as less than the age of 18.

« In the bed board system, a nursing unit may be defined as 5W or 5 West. Within the scheduling
system, unique locations are defined as short procedure unit or SPU, such as X-ray or radiology, for
example.

3. Varying field length for same data element

o 'The field length for a patient’s last name is 26 in the PM system, whereas the field length for a patient’s
last name is 15 in the cancer registry system.
o 'The medical record number in the PM system is 16 characters long, whereas the cancer registry
system maintains a length of 13 characters for the medical record number.
4. Varied element values: In one database the value could be varchar (variable character field) and in
another database it could be an integer.

» 'The patient’s sex is captured as M, F, or U in the ADT system, whereas the patient’s sex is captured as
Male, Female, or Other in the peripheral vascular laboratory database.

DEFINING HEALTHCARE-RELATED DATA STRUCTURES
When considering healthcare-related data structures, there are several important concepts to learn about.
o Data structure: “A framework for organizing, storing, and managing data. Data structures consist of
files or tables that interact in various ways”*

Relational database: “In a relational database, data is organized in a structure of related tables. A table consists
of rows and columns, much like a spreadsheet. Each row is simply a record of data on some person (e.g., a
patient, a physician), place (e.g., an operating room, the emergency department), or thing (e.g., devices,
supplies, costs, charges) within that table

o A data model is “a representation of the data to be stored in a database and the relationships between
the tables and data fields”*

» An entity relationship diagram, as illustrated below, is a form of data modeling.
« Diagrams to know:

» Entity relationship diagram (ERD): “A type of flowchart that illustrates how “entities” such as
people, objects, or concepts relate to each other within a system.”> Below we see a basic ERD of a
relational database, with focus around the “Patient_Encounter” table.

1. The “Patient_Encounter” table has data that is specific to that table, indicating that it is created
within that data table.

a. “Patient_Encounter_ID” would be a value in an EMR/EHR that equates to an encounter/
account number.
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2. The “Patient_ MRN_ID” in the “Patient_Encounter” table actually pulls from the “Patient_
MRN” table.

a. Within an EMR/EHR there is normally patient-level data and account level data. Based on
this diagram we see that this is possible because the patient-level data is stored within its
own data table, and the same is true of the encounter level information. This is important to
remember when considering downstream impacts of data flow.

Patient_MRN

Patient_MRN_ID
Patient_First_Name
Patient_Last_Name

Patient_Encounter_ID
Etc.

Patient_MRN_ID

|
I

Provider_ID

Provider_First_Name

Principal_Dx_ID
Principal_Px_ID

Coder_ID
Provider_Last_Name

Provider_Type

ICD-10-CM

DX_ID
DX_Description
DX_Loaded_Date

ICD-10-PCS
PX_ID
PX_Description
XX_Loaded_Date

Employee

Employee_ID

Employee_First_Name

Employee_Last_Name
Employee_Type

» Data Flow Diagram (DFD): “Maps out the flow of information for any process or system.”? Through a
DFD, we can map user and system interactions through the input and output of data. DFDs are ben-
eficial tools as they can help trace the creation of data, how the data are used within the system, and
what is the end result of the data. For example, below is a basic DFD tracking the patient registration
process and how the system works in preventing the creation of a duplicate patient.

1. Patient registration staff start this process.
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2. They first conduct a patient search during their registration process.
3. The searched criteria is queried within the MPI database.
a. If the patient does not exist in the system, the registration staff will be allowed to register a
new patient.

b. If there are results from the queried parameters, the system will display the similar results in
the search window, and the registration staff will register the existing patient.

Patient Registration
Staff

Patient Search for
Registration

New or Existing

Account

Master Patient

D2 Index

| | Patient Exists

Patient
Does-Not T
Exist in MPI. in MPI. l

Display Potential
Existing Patients in
Search Window

Register New
Patient

Register Existing
Patient

DEVELOPING TERMINOLOGIES AND TAXONOMIES OF
HEALTH INFORMATION SYSTEMS

A map from a clinical reference terminology to a classification system is used to assist in automating the
classification process in EHRs. The process of mapping is used to link one clinical classification, nomenclature,
or terminology to another. Each map from a source classification, nomenclature, or terminology to a target
requires a distinct function. There may be more than one purpose for mapping the individual sources, which

then results in the need for additional maps.
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In creating the maps between different schemes, is it important to understand the purpose of each mapping
scheme and how the map from one classification, nomenclature, or terminology to the other will be used. This
will be defined within the use case for the mapping. Since each scheme has its own function, the map becomes
a way to link the source and target schemes. The selection of the schemes for mapping will depend on the defi-
nition as explained in the use case and what is ultimately necessary to ensure the intended outcome.

A reference terminology is ontology of concepts and the relationships that link them. A reference terminol-
ogy allows concepts to be defined in a computer-readable format. By creating computer-readable definitions,
a reference terminology supports reproducible transmission of patient data between information systems. It
supports consistent and understandable recording of clinical events, and it is therefore a central feature for the
function of EHRs. In addition, the computer-readable semantic network that is intrinsic in a reference termi-
nology is a key component in enabling reliable and accurate data analysis.

The authors of “Essentials for Mapping from a Clinical Terminology” write that using a standard terminology is
important for a wide variety of reasons.” The terminology is the link between recorded data and the intended
goals of an EHR, which may include:

» Ensuring access to complete and legible clinical data with links to medical knowledge for real-time
clinical decision support

« Interoperability that permits many different sites and providers to send and receive medical data in an
understandable and usable manner, thereby speeding care delivery and reducing duplicate testing and
duplicate prescribing

« Computer manipulation of standardized data used to find information relevant to individual patients
for the purpose of producing automatic reminders or practitioner alerts

« Capability to form queries to look at standards of care for benchmarking, measuring and interpreting
effectiveness, and quality improvement

ENSURING DATA MEETS INDUSTRY OR REGULATORY STANDARDS

Standards help establish the definitions for data elements in an EHR. They specify the type of data to be collected
in each data field as well as the attributes and values for each field, all of which are captured in the organization’s
data dictionaries.

Data quality and data consistency are essential to ensuring patient safety, for communicating the delivery of
healthcare services, for coordination of care, and for meeting reporting requirements. Evaluating the quality
and consistency of data requires data standards.

For a list of structure and content standards, functional EHR standards, technical/interoperability standards,
and standards development organizations, refer to Appendix A of the AHIMA Data Standards, Data Quality,
and Interoperability Practice Brief.

DEVELOPING QUERIES FOR RECURRING DATA EXTRACTION
FROM DATABASE

The rationale behind creating a database is typically to store data that you need to access for business purposes.
While creating the actual database and its data entry forms and reports is a necessary first step, the day-to-day
work on the database generally involves getting business information out of it. Within your database, you'll
have different tables containing the data you want to work with.

To retrieve data from a database, you use queries. Structured query language, or SQL (pronounced “sequel”), is
a flexible language that is often used to extract information from a relational database using queries. If the data
in the database matches the conditions outlined in the SQL query, then the information will be retrieved and
available for analysis.

It is very important for the SQL statement to be written correctly, otherwise the output could be wrong. A SQL
statement can be written in different ways causing you to miss data, alter data, or create too much data.
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Microsoft Excel, a proprietary spreadsheet application, may be used to create graphs, spreadsheets, and pivot
tables. Tables and graphs are useful for depicting data, and Microsoft Excel can create a table or a variety of
graphs using data entered into a spreadsheet.

Additionally, specialized software packages such as Statistical Analysis System (SAS) and Statistical Package
for the Social Sciences (SPSS) make analyzing even the largest databases possible. The preference for one or
the other of these statistical software packages may be based on company policy, education, and training of the
individual using the package, or analyst preference.

SCRUBBING DATA

The issue of dealing with duplicate data has historically plagued data warehouse initiatives. Such situations
require data scrubbing, also known as data cleansing, as well as record cleanup and record linkage processes. It
is important to always keep a copy of the original data in case you have to review missing data or numbers that
may seem incorrect.

Data scrubbing or cleansing involves the detection, removal, and correction of incorrect, incomplete, or poorly
formatted data in health information technology systems. It deals with the detection and elimination of dupli-
cate or redundant information, mistakes during data entry, invalid values, or non-populated values within each
information system.

HEALTH INFORMATICS TRAINING

Informatics training should consist of a comprehensive overview of the fundamental uses of health information
systems and appropriate clinical documentation standards in healthcare, so that the learner acquires a clear un-
derstanding of health informatics and its contribution to administrative and clinical best practice. The material
covered should provide an entry-level foundation that covers the basics of efficient us of IT in healthcare and
serves as excellent preparation for subsequent system-specific training by the employer.

In general, the fundamental knowledge and skills that are taught during informatics training should focus on
technical, business and health care topics, such as database modeling and design, project management and the
US healthcare system. While a background in the healthcare field or information technology/computer science
is not required, it is often considered beneficial for the learner as he/she is familiar with the work setting and
its challenges.
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TRAIN CLINICIANS ON DOCUMENTATION

Training clinicians on documentation should begin with an introductory survey of fundamentals of health
information technology and how information technology enables patient care and how information technology
is used by healthcare providers and caregivers (e.g., electronic health records, health information exchange).
This will also allow the informatics professional to understand the impact that health information technology
can have on the quality of care and patient safety, big data and predictive analytics, clinical decision support
and knowledge management, regulatory issues, consumerism and technology, systems integration, and

virtual health.

After the foundations of health informatics are reviewed, the fundamentals of database design, management
and implementation need to be covered. Specific topics to study should include the principles and method-
ologies of database design, database application development, normalization, referential integrity, security,
relational database models, and database languages.

TRAIN HELP DESK PERSONNEL ON DELEGATED TASKS

Both the HIPAA Privacy Rule and the HIPAA Security Rule have training requirements. The HIPAA Privacy
Rule training requirement is at 45 CFR § 164.530(b)(1). The HIPAA Security Rule training requirement is an
administrative safeguard at 45 CFR § 164.308(a)(5). A sample can be found here.

The help desk or service desk is the resource for computer users in dealing with hardware and software access
and utilization problems. The service may be centralized within a department, decentralized with one help desk
to serve all departments, or virtual with online or telephone access using either internal staffing or external
contracted providers.®

The management of the help desk involves both the aspects of service support and the delivery of the service;
therefore, the training must address both dimensions. The delivery of the service follows established admin-
istrative policy and knowledge of the procedures becomes paramount to the training. For service support,
incident management provides a methodology to stratify calls according to the level of support required as
described below:

» The first-level incident involves the initiation of the trouble ticket and handling of low level problems.
A tip sheet of service level management data can be utilized for quick answers to common computer
questions or indicate circumstances requiring the need for a higher level of support.

» Second-level incidents require expertise beyond the scope of first-level problems and are channeled to
appropriate IT technicians for resolution.

« Third-level incidents are issues which require system analysis and determination of the root cause of
the problem.

While first-level incident management serves to stratify calls, the trouble ticket initiated becomes an intricate
part of both support tracking and quality assurance in the performance of help desk services in documenting
the time spent for incident response and resolution. Technician and service performance can be tracked elec-
tronically for data analysis of response times in the incident resolution process for ongoing quality control for
service management.

In addition to orientation training, ongoing training is needed for change management and for system and
software upgrades from new releases. Training for disaster response is also a component in the event of service
disruption to assure effective and efficient recovery of services.

Training in soft skills such as communication, courtesy, and patience as well as organizational skills should
be included in orientation and in-service staff development programs. Confidence in performing the role of
the help desk technician requires adequate background training in health information technology (HIT), and
evidence of this level of expertise should be a prerequisite for the help desk position.
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IDENTIFY DOCUMENTATION ERROR TRENDS/DEFICIENCIES

In order to be able to identify deficiencies and initiate quality improvement activities, the healthcare informat-
ics professional should be familiar with effective project management strategies that can be applied to health-
care operations as well as other industries, which include team development, communication, stakeholder
management, and organization dynamics.

A solid understanding of data management and data analytics will enable informatics professionals to make
use of appropriate analytics, know its limitations to identify trends/errors/deficiencies and help with quality
improvement. By working through examples and interpreting performance-based organizational issues while
also concurrently identifying solutions for these same performance-based organizational issues, the health
informatics professional will be able to identify best practices for engaging, implementing, and sustaining orga-
nizational change.

TRAIN USERS ON EFFICIENT USE OF HEALTH INFORMATION SYSTEMS

Before users attain specialized knowledge about specific systems, it is important to obtain a general under-
standing of healthcare enterprise operations, which include the entire information technology needs of
every part of the hospital organization and management, including patient access services, ambulatory care,
clinical practice and organization, nursing services, managing facilities and resources, personnel and staffing,
and finance.

Users should be familiar with HIT standards as well as system interoperability. By learning more about stan-
dards, health information models, the IHE Initiative, HL7, DICOM, CCOW, CorbaMED, as well as the role of

nonmedical standards in medical informatics (HT'TP, XML, etc.), users will be more likely to make efficient use
of health information systems.

While the efficient use of health information systems is significant, up-to-date knowledge about federal regu-
lations/policies and their impact on healthcare informatics is required to ensure compliance. Since healthcare
is highly regulated, any regulatory changes can have an effect on quality of care, payment methodologies, care
delivery systems, and information management, privacy and security, fraud and abuse, confidentiality, antitrust
law, intellectual property, the Joint Commission, disclosure, and compliance programs.

This will allow informatics professionals to have the knowledge and analytic tools needed to spot key issues,
thereby better protecting the employer and ultimately the patients.

For foreign healthcare informatics professionals, it might also be useful to learn more about the key compo-
nents of the American healthcare system that shape healthcare delivery in the United States.

For health information systems (HIS), a comprehensive training program can provide the necessary skills for
the workforce in achieving the work goals and objectives of the organization. For the workforce, effective train-
ing provides the employee with the knowledge and tools in performing task completion according to estab-
lished policy. For the organization, training and human resource development aligned with the strategic plan
benefit the organization by ensuring maintenance of a workforce possessing the skills for current and future
organizational needs. However, training challenges can arise from the diversity of a multilevel, multicultural,
and multigenerational workforce to tailor appropriate training for the intended audience.

PLANNING A TRAINING PROGRAM

Achieving an effective training program requires planning. Using project management skills to develop a train-
ing plan can make training more effective. Typical steps that may be used in developing a training plan are:*

1. Conduct training needs analysis to determine the type, extent, and method(s) of instruction. Aspects
to consider involving the target audience is the level of computer fluency, time scheduling, computer
hardware available for training, and group size. Will it require a single or series of training events? Will it
require classroom or can self-study with computer training modules be used asynchronously?
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2. Prepare the plan.
a. Develop a budget and set a schedule for the training event.
b. Prepare the training event.
c. Develop the deliverables such as handouts, examinations, or certificate of completion.
3. Determine location and method and test the plan.
a. One-on-one
b. Online, self-study
c. Classroom
d. Test the training plan.
4. Conduct training.
5. Control training.
a. Measure effectiveness using performance assessments and user surveys.
b. Make changes.
c. Evaluate training performance (quality assurance).

d. Documentation for participation as the final deliverable.

TYPES OF TRAINING

HIS training is multifaceted starting with new employee orientation structured to the organization’s policies,
departmental functions and policies, and individual training dimensions. The organization’s new employee
orientation can be accomplished in a group setting with a checklist of topics to include policies related to com-
puter usage. This serves to introduce the employee to the basics of the administrative safeguards, physical, and
technical safeguards in place and the expectations of the employee related HIS use. These can include discus-
sion of general policies regarding the following:

« Use of personal devices for work (BYOD/Bring Your Own Device)
« Use of facility devices

« Password policies

« Privacy and security

« Social media use restrictions

Departmental orientation for new employees requires tailoring to the role-specific tasks aligned with the fur-
ther orientation to specific policy and procedures for compliance to performing tasks and role-specific access
to the computer system and other equipment within the department. It also introduces the employee to team
members and an understanding of departmental functions. The individual training is the most specific because
it involves assessment of the individual’s expertise, age, disability, diversity in determining a learning method-
ology in approaching the training necessary for responsibility in performing specific tasks in the workflow and
expected performance levels.

On-the-job training is a method of introducing an employee to new tasks using a trained mentor for one-to-
one guidance in teaching and appropriate training for software applications. This mentoring approach allows
for assessment of the employee’s progress and performance. On-the-job training may involve techniques of
job rotation or cross-training in achieving the variety of skills for the job and may also use computer training
modules for self-study modules or simulations.*!

Staff development training within the organization can be accomplished through in-service training ini-
tiatives to maintain and update skills including both soft skills such as communication and customer service
and in response to the introduction of new technology or for regulatory compliance. Continuing education by
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professionals, either internally or externally, is an additional role-specific training dimension and may be man-
datory for credential and licensing requirements. The use of computer-based training in either synchronous in
classroom or webinar environments or asynchronous format such as online courses are common modalities for
the delivery of in-service and continuing education instruction.*

Informatics training should consist of a comprehensive overview of the fundamental uses of health infor-
mation systems and appropriate clinical documentation standards in healthcare, so that the learner acquires a
clear understanding of health informatics and its contribution to administrative and clinical best practice. The
material covered should provide an entry-level foundation that covers the basics of efficient use of IT in health-
care and serves as excellent preparation for subsequent system-specific training by the employer.

PROJECT MANAGEMENT

A project has been defined as “series of inter-related and sequenced activities, managed by a single individual,
designed and organized to accomplish a specific goal, within a limited timeframe, frequently with specific
budgetary requirements.”**

Project management is essential to the realization of the healthcare entity’s business and patient care goals
because projects are a means by which strategy is implemented and maintained.

Project plans are used to divide the project into phases. The phases are called the “project life cycle” The project
life cycle defines the beginning and end of a project and it includes the following phases of each project:

o Initiation
« Planning
« Execution

« Closeout
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There are key players to be assigned to every project, and the project plan should identify roles for each of these
key players:

Project sponsor
+ Ensures the project meets the business needs

« Provides funding
o Approves key deliverables

o Assists in issues resolution and change management

Project manager
» Assembles the project team

Assigns tasks and activities
« Monitors progress, risk, issues
« Manages the scope

« Delivers on time and within budget

Ensures project documentation is prepared

Project stakeholders
o Individuals or organizations that are actively involved in the project or whose interests may be posi-
tively or negatively affected as a result of the project

+ May exert influence over the project and its results

Includes subject matter experts and business liaisons

Project leader
« Responsible for a subproject

Ensures technical aspects are delivered

« Monitors progress, risk, issues

« Manages the scope and the change management process
 Delivers on time and within budget

» Communicates status to project manager

Project team members
« Complete assigned tasks on time

« Work with other team members
« Monitor progress on their tasks

Resolve issues

» Monitor changes and risks

« Advise others of potential problems
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SAMPLE PROJECT PLAN
The AHIMA Body of Knowledge contains a sample project plan that can be used as a template. The sample
project plan is available here: http://bok.ahima.org/PdfView?0id=301384.

SAMPLE PROJECT PLAN SCOPE AND
OBJECTIVES STATEMENT

Project Objective
To construct a high-quality, custom office building within five months at cost not to exceed $150,000

Scope of Project
In scope: All tools and materials necessary to build office building to include heating, air condition-
ing, lighting, flooring, windows, electrical, plumbing

Out of scope: Building furnishings, such as desks, computers, equipment

Deliverables
« 2,200-square-foot finished office space

+ High-efficiency heating and air conditioning with programmable
thermostat

» Ergonomically designed cubicles to accommodate 20 clerical staff

Milestones
1. Permits approved—Date

2. Foundation poured—Date
3. Framing, sheathing, plumbing, electrical, and mechanical complete-Date

4. Final inspection—Date

Technical Requirements
1. Must meet local building codes

2. Must pass NFRC energy ratings

3. Insulation must meet commercial building standards

Limits and Exclusions
1. The space will be built to the specifications and design of the original blueprints to be
provided by the purchaser.

2. Contractor reserves the right to contract out services.
3. Contractor is responsible for subcontracted work.

4. Site work limited to Monday through Friday, 8 a.m. to 6 p.m.

CUSTOMER REVIEW & SIGN OFF
Dr. John Doe and Dr. Jane Doe
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ORGANIZATION AND RESOURCES

The graphic below outlines some of the key roles in a project plan. The various teams that are assigned to work
on the project report to the project manager, who has overall accountability to the project sponsor. These roles
and the responsibilities for each are often outlined in the project charter.

Project Sponsor
Suzie Sponsor

Project Manager
Michael Manager

Customer Team
Cathy Customer (Leader)
Don Customer
Ed Customer
Fran Customer
George Customer

Engineering Team
Ed Engineer (Leader)
Joanne Engineer

Operations Team
Otis Operations (Leader)
Patty Operations

Source: AHIMA Information Governance Toolkit 1.0, 2015
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APPENDIX B:
SAMPLE ROLE DESCRIPTIONS—INFORMATICS ANALYSTS

Informatics analysts can be found in a variety of roles and their job titles vary according to the type of health-
care organization in which they are employed and the variety of responsibilities they are required to perform.
An informatics professional working in a healthcare research department may be called a research informatics
analyst, while the one working in an EHR deployment may be titled an analyst or a clinical informatics analyst.
These professionals are involved in the organization and management of health information and in ensuring
that it can be accessed wherever and whenever needed to fill its requirements.

There are a variety of informatics analyst roles in healthcare. Below are some basic descriptions.

Health Insurance Informatics Analyst: The health insurance informatics professional may conduct analysis
of risk data using descriptive and inferential statistics to extend cost-effective solutions that increase the quality
and utilization of claims data and assist in applying a predictive model on trends for rate development.

Clinical Informatics Analyst or Implementation Analyst: The clinical informatics analyst is concerned with
carrying out the role of developing, implementing, organizing, and maintaining the health information and
associated reporting requirements in such a way as to document and explain the operational and financial per-
formance of the organization along with health outcomes. The analyst will work in collaboration with quality
staff, executives, clinicians, health information professionals, and others to design both ad hoc and scheduled
reports. They will assist in monitoring the quality programs and make efforts to improve outcomes. They will
compile health data from multiple sources including the EHR and are involved in importing health data into
appropriate databases. They are responsible for selecting the appropriate tools and using appropriate meth-
odology to maintain all existing informatics programs and ensuring appropriate data transfer so all necessary
reports are well designed and documented to increase organizational efficiency.

Health Informatics or Revenue Cycle Analyst: May be responsible for integrating the analysis of healthcare
data through use of a variety of resources such as medical claims data, pharmacy claims, health information
systems, electronic health records, etc. The health informatics analyst may develop tools and applications and
will study data through the use of various statistical approaches and by ensuring that the presented information
is clear and concise in order to meet the needs of the organization. They may make recommendations for im-
provement of existing policies and the development of new policies that ensure cost effectiveness and efficiency.
They communicate results of their findings, retrieve, analyze data, and provide the necessary recommendations
for quality information, such that data issues are significantly reduced, resulting in enhanced data processes
and methodologies.

ESSENTIAL SKILLS

Informatics analysts should have a depth of understanding of analytical methodologies, health technology sys-
tems, as well as a strong knowledge of all basic statistical concepts. Excellent problem-solving skills along with
good organizational and research skills are required. Exceptional communication skills are needed to handle

a diverse population of staff and clinicians. Analysts are required to interact with staff and management at all
levels within the organization. Must be well versed with computers and technology and have the capability to
identify trends, opportunities, and risks or other issues.

EDUCATIONAL REQUIREMENTS

The educational requirements vary depending on the requirements of the organization. A minimum of an
associate degree is typically required. A bachelor’s degree in statistics, computer science, business, math, health
information or informatics management, or a related field is helpful, and may be required in some instances.
Additional training, certification, or experience in a similar position is helpful and may be required.

INFORMATICS TOOLKIT

for Health Informatics and Information
Management Professionals



INFORMATICS TOOLKIT

SALARY DETAILS

Salary will vary and will be dependent upon the location, size, and type of healthcare organization.

CAREER OUTLOOK

Career outlook is strong, as employment opportunities are on rise in healthcare and the rate of growth rate is
expected to remain high for healthcare informatics professionals of all types.
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APPENDIX C:
GLOSSARY OF TERMS

Source: AHIMA Health Data Analysis Toolkit, 20714.

CALCULATIONS AND STATISTICS

Alpha level: The probability of making a type I error. The alpha level should be based on the cost of incorrectly
rejecting the null hypothesis. In clinical studies, the alpha level is typically set low (1 percent or 5 percent)

Analysis of variance (ANOVA): Test used to determine the differences among two or more means
Average length of stay (ALOS): The mean length of stay for hospital inpatients discharged during a
given period

Bar chart: A graphic technique used to display frequency distribution data that fall into categories

Chi-square test: A statistical calculation used to determine whether proportions in a randomly drawn sample
are significantly different from the underlying or theoretical population proportions

Confidence interval (CI): An interval that has a certain probability (confidence level) of including the true
value of a population parameter. CIs may be calculated for population means, proportions, and standard devia-
tions, etc.

Correlation: The existence and degree of linear relationship among factors
Dependent variable: A measurable variable in a research study that depends on an independent variable

Derived attribute: An attribute whose value is based on the value of other attributes (e.g., current date minus
date of birth yields the derived attribute age)

Descriptive statistics: A set of statistical techniques used to describe data such as means, frequency distribu-
tions, and standard deviations; statistical information that describes the characteristics of a specific group or a
population

F test: The ratio of the between-group variance to the within-group variance in the ANOVA procedure. If the
F ratio is statistically significant (the F value equals or exceeds the critical value of F), the observed differences
between the group means of the independent variables under study will be significantly different from each
other. See also analysis of variance (ANOVA)

Frequency distribution: A table or graph that displays the number of times (frequency) a particular observa-
tion occurs

Geometric mean length of stay (GMLOS): Statistically adjusted value of all cases of a given DRG, allowing for
the outliers, transfer cases, and negative outlier cases that normally would skew the data. The GMLOS is used
to compute hospital reimbursement for transfer cases

Hypothesis: A statement that describes a research question in measurable terms
Independent variable: An antecedent factor that researchers manipulate directly

Inferential statistics: Statistics that are used to draw conclusions regarding a population parameter on the basis
of a sample

Length of stay (LOS): The total number of patient days for an inpatient episode, calculated by subtracting
the date of admission from the date of discharge. If the admission and discharge are on the same day, the LOS
generally is set to one day

Line graph: A graphic technique used to illustrate the relationship between continuous measurements; it con-
sists of a line drawn to connect a series of points on an arithmetic scale and often is used to display time trends.
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HEALTH DATA ANALYSIS

Mean: A measure of central tendency that is determined by calculating the arithmetic average of the observa-
tions in a frequency distribution

Measures of central tendency: The typical or average numbers that are descriptive of the entire collection of
data for a specific population

Median: A measure of central tendency that shows the midpoint of a frequency distribution when the observa-
tions have been arranged in order from lowest to highest

Mode: A measure of central tendency that consists of the most frequent observation in a frequency distribution

Normal distribution: A theoretical family of continuous frequency distributions characterized by a symmetric
bell-shaped curve, with an equal mean, median, and mode; any standard deviation; and half of the observations
above the mean and half below it

Null hypothesis: A hypothesis that states there is no association between the independent and dependent vari-
ables in a research study. The null hypothesis often represents the status quo or a state of no statistical difference
in a study

Pie chart: A graphic technique in which the proportions of a category are displayed as portions of a circle
(like pieces of a pie)

P value: The probability that the observed difference could have been obtained by chance alone, given random
variation and a single test of the null hypothesis

Qualitative analysis: In healthcare data, determining that the data accurately portray the care that was admin-
istered and that the content is correct

Quantitative analysis: In healthcare data, analyzing aggregate data for patterns. Typically, quantitative analysis
requires numeric data for calculations

Range: A measure of variability that is the difference between the smallest and largest observations in a
frequency distribution

Rank: Denotes a score’s position in a group relative to other scores that have been organized in order
of magnitude

Rate: A measure used to compare an event across time; it is a comparison of the number of times an event did
happen (numerator) with the number of times an event could have happened (denominator). See also ratio

Ratio: A calculation performed by dividing one quantity by another. It is also a general term that can include a
number of specific measures such as proportion, percentage, and rate

Regression analysis: Statistical technique that uses an independent variable to predict the value of a dependent
variable. In the inpatient psychiatric facility prospective payment system (IPF PPS), patient demographics and
length of stay (independent variables) were used to predict cost of care (dependent variable)

Sample: A set of elements drawn from and analyzed to estimate the characteristics of a population
Sample size: The number of subjects needed in a study to represent a population
Scatter diagram: A graph that visually displays relationships among factors

Standard deviation: A measure of variability that describes the deviation from the mean of a frequency distri-
bution in the original units of measurement—the square root of the variance

Stratified random sampling: The process of selecting the same percentages of subjects for a study sample as
they exist in the subgroups (strata) of the population

Systematic sampling: The process of selecting a sample of subjects for a study by drawing every nth unit
on a list
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t-distribution: The #-distribution is a probability distribution that is bell shaped and centered at zero, much
like the standard normal distribution. The distribution is defined by the degrees of freedom, which determines
the spread (or width) of the distribution. The #-distribution typically is used to determine the significance of a
t-test of hypotheses regarding a population mean

t-test: Assesses whether the means of two groups are statistically different from each other; appropriate when
comparing the means of two groups

Trend: A long-term movement in an ordered series, say a time series, which may be regarded, together with
the oscillation and random component, as generating the observed values'

Type I error: An error in which the researcher erroneously rejects the null hypothesis when it is true
Type II error: An error in which the researcher erroneously fails to reject the null hypothesis when it is false
Variable: A factor or quantity capable of assuming any of a set of values

Variance: A measure of variability that gives the average of the squared deviations from the mean—the differ-
ence between the planned or expected value and the actual value

DATABASE TERMS

Clinical data repository (CDR): A central database that focuses on clinical information

Data dictionary: A descriptive list of the data elements to be collected in an information system or database,
the purpose of which is to ensure consistency of terminology

Data element: An individual fact or measurement that is the smallest unique subset of a database

Data mart: A well-organized, user-centered, searchable database system that usually draws information from a
data warehouse to meet the specific needs of users

Data mining: The process of extracting information from a database and then quantifying and filtering dis-
crete, structured data

Data repository: An open-structured database that is not dedicated to the software of any particular vendor or
data supplier, in which data from diverse sources are stored so that an integrated, multidisciplinary view of the
data can be achieved; also called a “central data repository” or, when related specifically to healthcare data, a
“clinical data repository”

Data warehouse: A database that makes it possible to access information from multiple databases and combine
the results into a single query and reporting interface. See also clinical data repository

Database: An organized collection of data, text, references, or pictures in a standardized format, typically
stored in a computer system for multiple applications

Decision support system (DSS): A computer-based system that gathers data from a variety of sources and
assists in providing structure to the data by using various analytical models and visual tools to facilitate and im-
prove the ultimate outcome in decision-making tasks associated with non-routine and non-repetitive problems

Edit: A condition that must be satisfied before a computer system can accept data

Interface engine: A computer program that isolates the task of transferring data from one database to another
Metadata: Data about data that describe a specific item’s content

Query: The process of making a logical inquiry or request from a database

Structured Query Language (SQL): A fourth-generation computer language that includes both data
definition language and data manipulation language components and is used to create and manipulate
relational databases

1. Dodge, Yadolah, ed. The Oxford Dictionary of Statistical Terms. New York: Oxford University Press, 2003.
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APPENDIX D:

STATISTICAL TESTS AND CHART TYPES FOR

GRAPHICAL REPRESENTATION

Statistical testing provides a methodology for making quantitative decisions regarding processes. The purpose
is to help determine whether there is enough evidence to “reject” the hypothesis that has been speculated about
the process. The speculative statement is called the null hypothesis. Determining not to reject the null hypoth-
esis may be the correct result if we want to continue to act as if we suspect that the null hypothesis is a true
statement. Or we may find that we have a different result than what we initially suspected to be true, thereby
indicating we do not have sufficient data to “prove” something by rejecting the null hypothesis.

Statistical Tests: The decision of the type of statistical test to use is dependent upon the type of variable
(quantitative or qualitative), relationship (difference or correlation), and quantity of variables being analyzed.

Chi square test

Testing for a relationship
between two categorical
variables
(nominal/ordinal)

Null Hypothesis

There is no association
between the categories.
(They are independent,)

Use Example

Samples of studies
involving results
comparison between
males vs. females

One sample z-test
for proportions

Testing to see if a
population proportion is
different from a standard
value

The rate of the population
of the sample is the same
as the standard rate.

Testing the proportion of
men who are smokers and
have lung cancer against
the rate of all men with
lung cancer

Two sample z-test
for proportions

Testing for a difference
between proportions from
two populations

The proportion rates are
the same between the two
categories.

The proportion of men who
smoke compared against
the proportion of women
who smoke

One sample t-test
for mean

Testing to see if a
population mean is
different from a standard
value

The sample population
mean is the same as the
mean of the standard.

Study of the average
number of falls at Hospital
A against the national
benchmark value

Two sample t-test
for mean

Testing to see if a
population mean is
different between two
populations.

Measurements from distinct
populations

The means of two
populations are the same.

The comparison of the
average length of stay for a
disease between men and
women.

Paired t-test

Pre/post testing for a
difference in means - same
subjects in pre/post data

There is no difference
between the pre- and post-
test values.

The mean of a measurable
parameter of a sample
group as a control is
compared to the mean

of the parameter of the
same sample group after a
treatment or drug.

-1to 1

ANOVA The analysis of variance The means between the The comparison of the
between more than two sample groups " are equal complication rate in adults
populations from a surgery in all age

groups

Pearson Linear correlation strength There is no correlation Testing the correlation

correlation measure as “r” in rage from | between two samples. between age and the

incidence of a disease

Source: White, S.E. A Practical Approach to Analyzing Healthcare Data (2nd ed.). Chicago, IL: AHIMA Press, 2013.
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CHART TYPES FOR GRAPHICAL REPRESENTATION

Graphic visuals can summarize large amounts of data for greater understanding analysis of the distribution and
trending. The type of graph chosen depends upon the variable type and the purpose of the analysis. The follow-
ing table is a representation of some common types of graphs.

Example

Best Use of Use

Chart Type

Visual Example

Scatter Diagram | To determiqe Is the length of Scatter Diagram
(Scatter Plot) the correlation stay related to R
or distribution 8 o .
between two 7 .
quantitative i °ee
values. 4 o o
3 °
2 °
Teeoe
0]
[0} 5 10 15 20 25 30
Line Graph To shc?w values Tre_nd Analysis, Line Chart
over time. Daily Census
300
250
200
150
100
50
(0]
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
Run Chart To dete'rn.wine' Statistical Run Chart
the variation in Process Control
a process using (SPS) Charts 69
limits and a 68
center line. 67
66
65
64
63
62
61
6 8 10
Column Chart Vertical colgmns To show bed Column Chart
that show visual @ occupancy rate
comparison; by the time 300
may be stacked | component 250
to show
part-to-total 200
composition. 150
100
50
(0]
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
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Example
Chart Type Best Use of Use Visual Example
Bar Chart Horizontal rows To show bed Bar Chart
that show visual @ occupancy rate
comparison; Dec
may be stacked Nov
to show ;’:t
part-to-total Au;
composition. Jul
Jun
May
Apr
Mar
Feb
Jan
[0} 50 100 150 200 250 300
Pie Chart Comparison of To show the Pie Chart
the percentage method of
of values in a payment for
category. Slices all patients in
must add up to percentage of 6%
100%. each type.
43%
19%
Histogram To determine Evaluation of

the distribution
of variables.
Frequency
distribution.

Likert Scale
responses by
frequency of
response.

2—
o

Histogram

10
6
5
| .
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SAMPLE OF VISIO WORKFLOW DIAGRAM

Clinical
Information

is Obtained Select
Select P
Clinical
‘—> Cases »
List Info
Tab

Select
Medications
Tab

Select
Allergies

Record
Record Active Resolve
Allergies Medication Alerts
data

Verify Verify
Allergies Medication
Changes Documentation

Clinical
@ Information is
Recorded

THE PROJECT MANAGEMENT “THREE-LEGGED STOOL”

The three-legged stool refers to a basic project management philosophy. As shown in the graphic, if one of the
legs of the stools gets longer (processes are delayed, more people are needed, the IT costs rise, etc.), then the
other two legs usually get longer as a result. Keeping all three components on time and budget are essential to
ensure that the project meets its goals.

THE THREE-LEGGED STOOL
Process, People, Technology
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The components of a project charter can vary from project to project. However, the most common ones are:'
« Date of project charter creation
« Date of revision
+ Project manager’s name
» Project name
« Type or commodity (product or service)
+ Project statement (why we are doing this project)
« Current state
« Desired state (what success looks like)
» Contract expiration (if applicable)
« Diversity supplier potential opportunity
« Stakeholders (both negatively and positively affected by the project)
« Saving opportunity (quantify it)
o Describe current process or metrics (what's going wrong)
« Describe future process or metrics (what the goal is, mention numbers)
« Customers (list who the customers are, internal, external, all of them)
« Customer requirements (what do they expect, remember we do this for them)
« Risks (every project has a risk, quantifiable or not)
«» Estimated project expense (travelling expenses, subcontracting, etc)
« Team members
« Executive sponsors (who will approve the charter and modifications to the charter)
o Steering committee members (some names may cross with the stakeholders list)

« Project timeline: milestone (phase 0, phase 1, etc.), deliverable (example: prepare contract), status
(on time, past due, etc.)

« Approval signatures by phase

1. Schafer, Anna. “Components of a Project Charter.” The Project Management Hut. March 20, 2013.
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APPENDIX E:
SAMPLE PROJECT CHARTER CONTENT SAMPLE PLAN

SAMPLE PROJECT CHARTER CONTENT

Project Name

Prepared By

Document Owner(s) Project/Organization Role

(Author) Project Manager

Project Sponsor

Project Charter Version Control

Version Change Description

Background and Purpose
Project Executive Summary
Project Scope

+ Goals and Objectives

« Project Deliverables

o Deliverables Out of Scope

o Project Estimated Costs and Duration
Project Conditions

 Project Assumptions

« Priority Criteria

« Project Risks

« Project Constraints

Project Structure Approach

Project Team Organizational Plans

Approvals
Approvals Role Date
Prepared by: Project Manager 05/30/20XX
Project Sponsor/Executive
Approved by: sponsor
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APPENDIX F:
SAMPLE INTERNAL BUSINESS USE REQUIREMENTS

A sample form can be found here.
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APPENDIX G: STATISTICAL TEST TABLE

A sample statistical test table can be found here.
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APPENDIX H:
HIPAA PHI IDENTIFIERS

18 PHI IDENTIFIERS PER HIPAA:

1.
2.

© ® Nk

18.

51| AHIMA

Names

All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code,
and their equivalent geocodes, except for the initial three digits of the zip code if, according to the cur-
rent publicly available data from the Bureau of the Census:

The geographic unit formed by combining all zip codes with the same three initial digits contains more
than 20,000 people; and

The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is
changed to 000

All elements of dates (except year) for dates that are directly related to an individual, including birth
date, admission date, discharge date, death date, and all ages over 89 and all elements of dates (including
year) indicative of such age, except that such ages and elements may be aggregated into a single category
of age 90 or older

Telephone numbers

Vehicle identifiers and serial numbers, including license plate numbers
Fax numbers

Device identifiers and serial numbers

E-mail addresses

Web Universal Resource Locators (URLSs)

. Social security numbers
11.
12.
13.
14.
15.
16.
17.

Internet protocol (IP) addresses

Medical record numbers

Biometric identifiers, including finger and voice prints
Health plan beneficiary numbers

Full-face photographs and any comparable images
Account numbers

Any other unique identifying number, characteristic, or code, except as permitted by paragraph (c) of
this section [Paragraph (c) is presented below in the section “Re-identification”]

Certificate/license numbers
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APPENDIX I:
CONCEPTS OF HIPAA’S SECURITY RULE

« Administrative safeguards (https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/
securityrule/adminsafeguards.pdf)

» Security management process

» Assigned security responsibility
» Workforce security

» Information access management
» Security awareness and training
» Security incident procedures

» Contingency plan—evaluation

» Business associate contracts and other arrangements administrative safeguards

o Physical safeguards (https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securi-

tyrule/physsafeguards.pdf)

» Facility access controls
» Workstation use
» Workstation security

» Device and media controls

o Technical safeguards (https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securi-
tyrule/techsafeguards.pdf)

» Access control

» Audit controls

» Integrity

» Person or entity authentication
» Transmission security

« Organizational, policies and procedures and documentation requirements (https://www.hhs.gov/sites/
default/files/ocr/privacy/hipaa/administrative/securityrule/pprequirements.pdf)
» Business associate contracts or other arrangements

» Requirements for group health plans
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